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Cybersecurity and privacy
assessment guidelines

° How to navigate the tool?
What is the CSG?

Why do | need the CSG?
. How can | use the CSG?
Y e o What is the science behind the CSG?
INDIMO Recommendations
Useful links and references
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How to navigate the tool?

Tips and tricks
Slides Toolbox
index webpage
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Dynamic
navigation
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https://www.indimoproject.eu/indimo-digital-mobility-toolbox/
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How to navigate the tool?

Choose your navigation style

DEEP-DIVE

READ-ON

SPEED-UP

click on the links provided in each slide to
open contents contextually

read thoroughly the slides and download all
templates in a compressed file at the end

fast-read and skip slides or jump to the final
slide whenever you want



https://www.indimoproject.eu/indimo-digital-mobility-toolbox/

1. What is the CSG?

The CSG ambition and challenge

The Cybersecurity and privacy assessment guidelines (CSG) are part of
the INDIMO Inclusive Digital Mobility Toolbox.

The CSG defines guidelines and recommendations for improving
cybersecurity towards inclusion in the development of digital mobility
and delivery services. They help the integration of cybersecurity and
data protection during the design or re-design phase of a digital
service, providing guidance to professionals and practitioners in
different phases of the development and operation of digital mobility
and delivery services.

INDIMO Inclusive Digital
Mobility Solutions project
has received funding from
the  European  Union’s
Horizon 2020 research and
innovation programme under
grant agreement No.
875533.
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1. What is the CSG? ;:Ei;l;:‘tlll);essof ofdata | privacy
Key features of the CSG z::zzed v )

security

The Cybersecurity and privacy assessment guidelines:

1.

Table 1. Variables and indicators covered by Baseline survey questions

Respondents had to state their level of ag

or disag with the

indicating a value on a 6-grade Likert scale. Figure 2 provides a description of the scale
used, from 1 (strongly disagree) to 6 (strongly agree).

I

Strongly Disagree Slightly
disagree disagree

Help investigate ethics, data protection and cybersecurity issues in
inclusive digital mobility solutions derived from privacy design
principles and human-factors principles.

Supply guidelines for designing user friendly data protection and
cybersecurity procedures for digital applications and services

Define a more inclusive cybersecurity risk assessment framework
based on 1ISO27001 for digital mobility and logistics services.

Provide recommendations to improve the accessibility of data
protection and cybersecurity through the INDIMO Toolbox.

Click to download the Download the full
extended document CSG pdffile

Slightly Agree Strongly
agree agree

Figure 2. The Likert scale used in the Baseline survey to assess each statement proposed.
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Pilot implementation

Strategic phases
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Co-creation Community INDIMO

Involving stakeholders in the redesign of services

The co-creation community has been strongly involved in the development of the INDIMO Toolbox through
workshops, consultations and interviews. The co-creation process was based on the establishment of a Co-creation
Community in each pilot, composed of transport user representatives, policymakers, operators, and developers.

Several meetings took place both in the individual pilot site cities and in online plenary sessions, supported by the
European Transport and Mobility Forum discussion platform.

Take-up pilot cities Co-creation workshops

Online ETM forum community

it 000000 o T4 T
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Visit the INDIMO Co-creation

commn e Ree ICETEE @
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Communities of practice

Involving end users to create common knowledge

The INDIMO Communities of practice established in each pilot included end users, mobility service providers and
developers, in order to create common knowledge on travel behaviour and barriers in the use of digital mobility
services.

They built on the knowledge and experience of their members to propose solutions adapted to local users’ needs and
interest, in a peer-to-peer learning context.

Develop productive
services

B
< r Empower end users

X T
INDIMO — a@m depending on their skills

Create common
knowledge

Visit the INDIMO
Communities of practice webpage
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Risk assessment questionnaire | INDIMO CSG Tool
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CSG Tool - Risk assessment
questionnaire
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Risk assessment questionnaire | INDIMO CSG Tool

- PROBA IMPACT

Risks related to human failures / mistakes of resources employed, 1- Very 1- Very

e.g. Low to Low to
-In-house staff deviating from the process (mistakes, including IS_I,VT]W 5H\(e;y
19 19

falling for social engineering attack)

-Staff at supplier side making mistakes/falling for social
engineering attack.

-Failure of processes (e.g., background screening)

Corruption / malware mobile devices at work/home

Malware / virus in media devices, e.g. physical media transfer
devices used by employees

Unauthorized access to network and network services.

Risk for physical access, damage and interference to the
organization’s information and information processing facilities.

Sabotage of equipment/devices used for the storing / exchange of
information.

Backup system failure.

Lack of redundant systems causing a major disruption or data
breach?

Unauthorised use of credentials allowing access to information
systems.

Risk for eavesdropping?, intrusion via wireless networks and
information theft.

Lack of security requirements in purchasing/procuring of new
information systems or updates of existing ones.

Unauthorized access to information shared with suppliers.

Lack of response practices in case of cyber security / breach into
the system.

Unauthorized physical access to premises (to steal or destroy
devices or data)

! Data breach: confidential, sensitive, or protected information becomes exposed to an unauthorized
person (Kaspersky, 2020).

2 Eavesdropping: theft of data / information while transmitted in network communications (Teng et al.,
2012).

This project has received funding from the European Union’s Horizon 2020 page 3/4
research and innovation programme under grant agreement No 875533.




Risk assessment questionnaire | INDIMO CSG Tool

6. Are there any additional cyberthreats (including data loss / privacy issues) that you
would like to add?

7. Are there any specific threats targeting users with specific needs and limited access
to the services implemented in your pilot? (Estimate threats probability and impact
as in the previous question and write your answer in the table below)

Any additional = Please describe the Threat Probability

Cyberthreat

1 - Veryi1l- Very
Low to 5 Lowto5
Very High  Very
High

Specific threats for Please describe the Threat Probability |

specific user needs

1 - Veryi1 - Very
Low to 5 Lowto5
Very High  Very
High

8. What protective measures are being adopted by your organization to prevent and
counteract cyberthreats / unauthorized access to your systems / data loss?
9. Are there any additional security measures that should be implemented to protect
more vulnerable segment of users, i.e., specific needs and limited access.
10. Can you elaborate how the following KPIs can be affected in case of a successful
cybersecurity attack against your pilot?
= COSTS.
= BRAND IMAGE.
= SALES/PROFITS

This project has received funding from the European Union’s Horizon 2020 page 4/4
research and innovation programme under grant agreement No 875533.
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